TERMS OF REFERENCE
for
Technical Roadmap Development and Advisory Support for the Implementation of an e-Wallet System
Background Information
Digitalization is increasingly becoming the backbone of any and all functional restructuring in the public sector, an objective driver of change management and a precondition for transformative development. Going digital, being a horizontal measure, is also accelerating the attainment of Sustainable Development Goals (in further text: SDG). While it directly falls under SDG 16, e-Governance is contributing to building stronger institutions – effective, accountable and transparent – at all levels. 
The Government of Serbia (GoS), elected in June 2017, has prioritized the digital transformation of the national economy and state administration. The Prime Minister's Keynote Address at the Parliament stressed digitalization and education as the most important catalysts of innovations, competitiveness and growth for Serbia in the coming years. It also stressed the need for a rapid digitalization of public administration and provision of integrated, secure and citizen-focused electronic services. This political support materialized in August 2017, when the new Government formed the Office for IT and e-Government (OITeG) and appointed the Prime Minister as head of the Council for Innovative Entrepreneurship and Information Technologies (IT Council).
In addition, the Government of Serbia has requested assistance from the World Bank in supporting the reform efforts, through a loan. To this effect, the World Bank has initiated the Enabling Digital Governance Project (EDGE). The Project, launched back in April 2019, and restructured in June 2024, aims at contributing to development of the digitalization in Serbia, through implementation of the following components:
Component 1: Foundations for Digital Service Delivery
The objective of this component is to establish the necessary cross-cutting foundations to support the use of ICTs in the provision of public services to citizens, and businesses, including inter alia, regulations, standards, and digital infrastructure. 
Component 2. Citizen-Centric Digital Services
The objective of this component is to support the three dimensions of project objectives—access, quality, and efficiency of e-services: (a) integrate change management and citizen engagement activities into this digital transformation process; (b) strengthen the institutional capacity of the OITeG and other key stakeholders for leading and coordinating intergovernmental activities in an agile, user-centric way; and (c) streamline the implementation arrangements through a partnership between OITeG and Public Policy Secretariat (PPS) of the Prime Minister’s office.
Component 3. Digital Skills Development and Project Management
This component focuses on the integration of change management, communication, and citizen feedback into Component 2.
For the purposes of effectively managing and coordinating EDGE and future Projects with International Financial Institutions (IFI) financing, the Project Implementation Unit (PIU) has been founded at the OITeG.
Government of Serbia aims to enhance public service delivery through the establishment of a national e-wallet system in accordance with the European Union standards. This system seeks to facilitate access to personal credentials, initially including (i) birth and marriage certificates, which are essential for identification and various legal processes, (ii) health insurance cards, necessary for accessing healthcare services, (iii) driver’s licenses and vehicle registrations, mandatory for legal vehicle operation and identification by authorities, and (iv) foreign nationals’ documentation, crucial for residency, employment, and integration purposes. By incorporating theses personal credentials into an e-wallet, citizens can conveniently and securely access and manage, share and present essential documents digitally, reducing administrative burdens, delays and risks associated with loss, theft, or damage of physical documents.
To ensure the successful implementation of the e-wallet system, the Government of Serbia seeks to engage a qualified consulting firm to develop a comprehensive technical roadmap for the implementation of e-wallet. This roadmap will encompass user research, stakeholder engagement, detailed planning, budgeting, and advisory support during the development of a Minimum Viable Product (MVP)—a preliminary version of the product with basic features used to gather user feedback and validate concepts. The consulting firm is expected to provide expert guidance throughout the early stages of implementation, particularly focusing on user-centered design, scalability, interoperability, and avoiding dependence on a single technology provider. This approach will enable flexibility for future updates, enhancements, and smooth transitions between different technology providers, ensuring that the resulting e-wallet system is sustainable, inclusive, and adaptable to evolving technological and regulatory environments.
Objectives
[bookmark: _Hlk192023377]The primary objective of this assignment is to engage a qualified consulting firm to develop a comprehensive technical roadmap for implementing the national e-wallet system, covering user research, stakeholder engagement, detailed planning, budgeting, and advisory support throughout the initial MVP development stage. The firm shall ensure the delivered roadmap promotes scalability, vendor neutrality functionality, interoperability, and alignment with best practices, explicitly avoiding reliance on proprietary technologies from a single vendor to maintain flexibility and adaptability.
Scope and Phases
The selected firm will be responsible for executing the following tasks:
Conduct comprehensive user research to understand user needs, behaviors, and expectations related specifically to the four targeted user cases: civil registration (birth and marriage certificates), doctor’s appointment and prescriptions (health insurance cards, digital prescriptions), and traffic controls (driver’s licenses and vehicle registrations), and foreigners living in Serbia (documentation for foreign nationals). This research aims to clarify user preferences and identify challenges faced in accessing these personal credentials through traditional means, such as bureaucratic inefficiencies and the risks associated with paper-based documents. 
Engage extensively with end-users and relevant stakeholders, including but not limited to government departments, civil registry offices, healthcare authorities, law enforcement and transportation agencies, and immigration departments, to ensure alignment of the roadmap with practical operational requirements and address current pain points like delays, data discrepancies, and procedural bottlenecks.
Organize retreats, workshops, and stakeholder alignment activities as needed. 
Develop a detailed, phased technical implementation roadmap clearly outlining steps, timelines, resources required, and budget estimations for the development and deployment of the e-wallet, emphasizing scalability, functionality, interoperability and the strategic use of open standards and technologies to prevent reliance on a single provider’s proprietary solution.
Provide advisory support and closely monitor the development of the e-wallet by a third-party vendor, ensuring adherence to the technical roadmap, international best practices, and avoidance of risks related to dependency on any single technology provider.
Prepare clear and actionable recommendations to guarantee system scalability, long-term sustainability, interoperability with existing and future systems, and compliance with relevant regulatory frameworks such as eIDAS2, and explicit measures to prevent technological dependencies on specific vendors.
Timeframe and duration
The project will span over 4 (four) months, with addition of the time needed for development of the Digital Identity Wallet MVP (Minimum Viable Product) which should extend the implementation period for 2 (two) additional months. 
Deliverables
	#
	Description
	Deadline

	1
	Inception report outlining the detailed methodology, timeline, and stakeholder engagement approach.
	3 (three) weeks after contract signing

	2
	Comprehensive user research and stakeholder engagement report, identifying key insights and implications for the roadmap.
	7 (seven) weeks after contract signing

	3
	Draft technical implementation roadmap, including budgeting, resource requirements, and phased planning, and measures to avoid vendor lock-in.
	12 (twelve) weeks after contract signing

	4
	Final technical implementation roadmap incorporating stakeholder feedback, complete budget estimates, timelines, and scalability recommendations, and detailed strategies for maintaining technological flexibility.
	16 (sixteen) weeks after contract signing

	5
	Advisory and support report covering monitoring and recommendations for MVP development stage, emphasizing adherence to open standards.
	Throughout MVP development period



Consultant Qualifications 
The Consulting firm must demonstrate substantial experience in supporting digital transformation initiatives, specifically with verifiable credentials and digital identification systems. At least two (2) successfully completed projects of similar scope and complexity within the past six (6) years must be documented.
The Consulting firm must have proven expertise in digitalization projects. Experience in digitalization within the public sector, and in particular with regards integrating horizontal eGovernment services (e.g., services utilized across multiple government departments or agencies), will be an advantage.
Demonstrated expertise in gathering requirements, consulting stakeholders, developing technical roadmaps and implementation plans, and advisory support for digital identity or digital wallet solutions is mandatory
Proven track record and hands-on experience in developing and integrating complex IT systems. 
At least one (1) project must have involved services that include Customer to Business or Customer to Government services.
At least one (1) project must have involved a market analysis of digital wallet solutions in Europe and/or globally.
The Consultant must have familiarity with EU laws as well as Serbian laws and regulations, particularly the Law on General Administrative Procedure, data protection laws (GDPR), and national cybersecurity standards will be considered an advantage.
The Consultant must prove expertise in user research methodologies, stakeholder engagement, technical and strategic roadmap development, budget planning, and advisory roles in digital system development.
Experience with projects funded by or implemented in partnership with the World Bank, and familiarity with digital transformation projects in high-income countries will be highly advantageous.
Team and Technical requirements 
Key Expert 1: Project Manager / Team Leader
Bachelor’s degree in Management, Public Policy, Information Systems, Software Development, Economics, or a related discipline.
A minimum of 10 years in program or project management, with significant experience in at least three public sector engagements.
Demonstrated success in leading multidisciplinary teams within complex, multi-stakeholder environments.
Proven track record in development of public sector frameworks.
Proficiency in project scoping, planning, execution, and reporting, especially in public or donor-funded contexts.
Experience with agile methodologies and digital transformation processes.
Experience engaging directly with government officials, public institutions, and senior stakeholders.
Familiarity with policy frameworks and procurement processes, particularly within EU-funded projects is a plus.
Extensive experience leveraging business insights to address operational challenges, optimize processes, and enhance performance in EU-funded or similar multilateral projects.
Key Expert 2: UX Researcher / Designer
Bachelor’s degree in IT Design or Information Technologies.
More than 10 years of experience in UX, service design, and product strategy.
Experience with digital services for the public sector or regulated environments.
Demonstrated experience conducting research or design for government services, ideally involving citizen-facing portals.
Experience in human-centered research methods and translating insights into impactful user experiences.
Proven track record in qualitative and quantitative research methods including interviews, usability testing, surveys, ethnographic observation, and A/B testing.
Strong knowledge of accessibility requirements, assistive technology support, and multilingual usability.
Experienced in synthesizing research into personas, user journey maps, empathy maps, and service blueprints.
Experience with public sector user types, including citizens with low digital literacy and multilingual needs.
Skilled in synthesizing complex data into clear, human-focused user interface.
Proven track record of aligning design with organizational goals, scalability, and policy requirements.
Proven track record in translating research into actionable wireframes, prototypes, or high-fidelity UI recommendations.
Experience with tools such as Figma, Sketch or similar platforms.
Experience in creating and structuring design systems.
Demonstrated ability to lead design engagements and present findings to executive or policy-level stakeholders.
More than 10 years of experience leading human-centered research activities and translating insights into actionable design recommendations that ensure usability, accessibility, and citizen-centered service design.
Experienced in designing scalable digital products.
Key Expert 3: Digital Identity & Compliance Expert
Bachelor’s or Master’s degree in Law, Information Security, Computer Science, Public Policy, or a related discipline. 
Strong understanding of open standards for verifiable credentials (W3C VC, ISO mDL/mdoc) digital ID wallets (EU ARF), federated digital identity (OAuth2, OpenID Connect), component-based architectures (RESTful APIs) and compliant integration practices, cloud migration, security, and platform interoperability initiatives.
Additional training or certification in Data Protection (e.g., CIPP/E, CIPM), Cybersecurity (e.g., CISSP), or Digital Identity (e.g., DIACC, Kantara) is advantageous.
In-depth understanding of EU legislation, including: the European Digital Identity framework (eIDAS 2.0), GDPR and national implementations of data protection laws, public sector interoperability frameworks (e.g., EIF), cybersecurity legislation (NIS2).
Familiarity with international standards such as ISO/IEC 24760, ISO/IEC 29115, NIST SP 800-63, ISO/IEC 18013-5 (mobile driving licenses), ETSI TS 119 461 (electronic identity wallets), W3C Verifiable Credentials 2.0, and relevant ETSI/CEN standards for Qualified Trust Services. 
Proven ability to perform regulatory gap analysis, design compliance strategies, and advise on privacy-preserving architectures.
Experience working with Data Protection Officers (DPOs) and institutional legal teams in the public sector.
Skilled at translating technical risks and legal obligations into policy-friendly language and advisory recommendations.
Able to articulate complex legal and technical issues clearly to non-expert audiences, including senior civil servants and policy advisors.
Comfortable participating in multi-disciplinary teams, supporting architects, legal advisors, and service designers alike.
More than 8 years in digital identity or data protection, or legal-tech, with direct experience in EU compliance.
Non-Key 1:  Technical Architect
Bachelor’s or Master’s degree in Computer Science, Software Engineering, Information Systems, or a related technical discipline.
Experience with leading the architectural design of high-availability, scalable platforms, including AI-powered systems and high-traffic platforms, ideally in the public sector or large enterprise environments.
Skilled in applying microservices, event-driven, or API-first architectures aligned with interoperability standards.
Strong understanding of open standards for verifiable credentials (W3C VC, ISO mDL/mdoc) digital ID wallets (EU ARF), federated digital identity (OAuth2, OpenID Connect), component-based architectures (RESTful APIs) and compliant integration practices, cloud migration, security, and platform interoperability initiatives.
Deep experience working with Cloud Platforms and building secure-by-design architectures, with direct oversight of compliance across regulated sectors.
Ability to design systems that integrate with national registries, identity providers, and public sector APIs.
Experience evaluating, recommending, and implementing vendor-neutral technology stacks using Spring Boot, .NET, React/Angular, and Python.
Skilled at producing reference architectures, technical risk assessments, and transition strategies for legacy modernization.
Good working knowledge of security-by-design principles, data encryption, key management, and secure storage practices.
Proven ability to define enterprise-level architecture strategies and align them with business goals across multiple industries and stakeholders.
Experienced in agile environments and leading cross-functional teams of designers, compliance experts, and aligning them with client stakeholders.
Experience working on national platforms, digital identity systems, or e-governance infrastructure is strongly preferred.
Comfortable presenting architectural recommendations to non-technical stakeholders in ministries or donor organizations.
Frequently engaged in architecture advisory, client workshops, and technology strategy presentations for high-stakes initiatives.
More than 10 years in software architecture, including at least 3 years designing government or large-scale platforms.
Non-Key 2:  Business Analyst
Bachelor’s or Master’s degree in Business Administration, Information Systems, Public Policy, Engineering, or related field.
Relevant certifications such as CBAP (Certified Business Analysis Professional), PMI-PBA, or AgileBA are advantageous.
Skilled in eliciting, documenting, and validating business and functional requirements using structured techniques such as user stories, use cases, or process flows.
Experience modeling as-is and to-be business processes, identifying pain points, redundancies, and opportunities for digital enablement.
Proficient in using standards like BPMN, UML, or Lean Six Sigma for process visualization.
Adept at translating complex stakeholder needs into clear, actionable inputs for designers, architects, and implementation teams.
Capable of aligning technical solutions with user needs, policy objectives, and institutional priorities.
Experience with tools such as JIRA, Confluence, Miro, Lucidchart, or enterprise architecture platforms.
Strong written and verbal communication skills, especially for presenting findings to non-technical audiences in government.
Experience facilitating workshops and co-design sessions to validate assumptions and refine priorities.
Experience working with government institutions, particularly on citizen services, regulatory processes, or digital public goods, is an advantage.
More than 8 years in business analysis, preferably in digital transformation or public service modernization projects.
Non-Key 3: Stakeholder Engagement Specialist
Bachelor’s or Master’s degree in Public Administration, Political Science, Communications, Sociology, Organizational Development, or a related field.
Skilled in developing stakeholder maps, identifying roles, interests, power dynamics, and potential alignment or friction points.
Able to create and execute structured engagement plans, ensuring inclusive and meaningful participation across ministries, agencies, civil society, and citizen groups.
Experience tailoring communication strategies to suit technical, legal, political, and community stakeholders.
Proven experience in facilitating multilateral workshops, focus groups, and cross-sectoral consultations, including managing conflict and building consensus.
Skilled in designing co-creation activities, feedback loops, and participatory formats suitable for government and institutional audiences.
Deep understanding of government structures, policy cycles, and institutional sensitivities in public administration environments.
Experience working with ministries, regulators, municipalities, or public-private stakeholders in collaborative planning processes.
Excellent interpersonal and intercultural communication skills, with a strong ability to build trust and navigate institutional hierarchies.
Fluent in preparing briefing notes, stakeholder reports, and presentation materials tailored for public sector decision-making.
Sensitivity to sociopolitical contexts, particularly around digital adoption, privacy concerns, and public trust in technology and government
Experience with inclusive engagement approaches, particularly for underserved or marginalized populations, is a plus.
More than 10 years in stakeholder engagement, with at least 2 large-scale public sector digital initiatives.
Non-Key 4: Budget and Planning Expert
Bachelor’s or Master’s degree in Economics, Finance, Public Administration, Business Management, or Project Management or a related field.
Proven expertise in developing detailed budget estimates, including capital and operational expenditure, human resource planning, infrastructure costs, and contingency budgeting.
Skilled in creating multi-phase financial forecasts, including MVP vs. full-scale rollout comparisons and cost optimization scenarios.
Experience developing cost-benefit analyses, return on investment (ROI) models, and financial sustainability strategies for digital initiatives.
Strong understanding of project and resource planning in complex, multi-stakeholder environments, particularly in the public sector or development-funded programs.
Able to translate technical and policy recommendations into costed implementation plans with clear timelines, dependencies, and risk buffers.
Familiarity with public budgeting cycles, procurement processes, and funding structures in government or multilateral donor contexts.
Experience supporting cost frameworks for World Bank, EU, UNDP, or similar international development programs is highly desirable.
Comfortable collaborating with technical, legal, and product teams to validate estimates and identify planning dependencies.
Knowledge of governance frameworks related to budget control, financial accountability, and transparency in government digital projects.
Capable of flagging financial risks early and proposing mitigation measures that align with procurement and regulatory standards.
More than 8 years in financial or implementation planning, including work with government or donor-funded programs.
Evaluation
The Consultant which obtains the highest score during evaluation of expressions of interest will be invited to submit technical and financial proposals. 
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